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Setup:
1. Generate the SCIM API key for your team (section can be found in your LeadIQ 

Settings → API Keys).

a. Copy the API key

i. ⚠️ Note: Please ensure to copy the API key as we only display it once. 
Once you navigate away from the page, the API key will become 



SCIM Setup & Provisioning in Okta 2

obscured as shown on the screenshot below.

b. Screenshot:

2. Navigate to the Okta Application

3. Copy and paste the generated SCIM API key into the Okta app

a. Ensure that the Enable SCIM Provisioning  option is checked under General tab 
(see 3b below for reference).

b. Paste the generated SCIM API key into the Okta Application. The field can 
be found on the Provisioning → Integration page

i. SCIM connector base URL: https://provisioning.leadiq.com/scim/v2

ii. unique Identifier: userName

c. Screenshots:

https://provisioning.leadiq.com/scim/v2
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4. Create the LeadIQ Admin’s account on Okta (if the team admin does not have 
an account on Okta).
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a. Screenshots:

5. After user creation, navigate back to Applications → Applications and select 
the LeadIQ app. Afterwards, navigate to the Assignments tab.

a. Screenshot:
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6. Click the Assign button and select Assign to People. Locate the created 
account from step #4, and click Assign. Click the Save and Go Back button, 
and then lastly, click the Done button.

a. Screenshots:
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Provisioning users into the team
This section includes steps on provisioning users into a team via the SCIM app. 
Users’ accounts will be automatically created and added into the team which the 
SCIM app is authorized with.

1. Create the user account that is to be provisioned on Okta (if they user does 
not already exist)

a. Screenshot:
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2. After creating the user’s account, assign the account to the app by navigating 
to Applications → Applications and select the existing app. Click the 
Assignments tab and click the Assign button. Locate and assign the user and 
save all changes.

a. Screenshots: 
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3. After the user has been assigned to the app, the user should now be 
automatically provisioned into the team. The user can now use “Login with 
SSO” to log into the account.

a. Screenshot:
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Unassigning a user from the team
This section includes steps on unassigning a user from a team. Unassigning a 
user will make the user go into an inactive  state wherein logins will be blocked but 
captured leads and account settings are retained.

1. Navigate to Applications → Applications and then select the existing app. Click 
on the Assignments tab and click the x icon for the user that will be 
unassigned from the team.

a. Screenshot:

2. Click on the x icon and click OK to proceed with the unassignment.

a. Screenshot:
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3. Once a user has been unassigned from a team via Okta, the user will be 
tagged as Inactive  in LeadIQ and will no longer be allowed to login regardless 
of login type (i.e. sign in with Google, email & password, SSO, Microsoft). 

a. The user’s leads will still remain accessible to other team admins and the 
user’s settings will still be intact.

b. Only the ‘Remove from Team’ option will be available for team admins 
when hovering on inactive users on the ‘Team’ page in LeadIQ

c. Inactive users will not count towards a team’s occupied seats when it 
comes to plan licenses.

d. Screenshot:
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Updating a user’s first and last names
A user’s first and last names on LeadIQ can be updated by simply updating the 
user’s names on Okta. As of writing, only these two fields can be updated.

1. Go to Okta, and navigate to Directory → People

2. Select the user to be updated

a. Screenshot:

3. Navigate to the Profile tab and click Edit

a. Screenshot:
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4. Update either the user’s first or last name, or update both names and save the 
changes.

a. Screenshot:
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5. The user’s name on LeadIQ web app will now be updated as well

a. Screenshot:
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Errors

Error: “Automatic provisioning of user John Doe to app LeadIQ failed: 
Matching user not found.”

Solution:

1. Go to Okta Admin Console and navigate to Applications > LeadIQ > 
Provisioning > To App

2. Click Edit. Select the Provisioning Feature "Create Users" (this allows Okta 
to create user accounts in LeadIQ).  Click Save.
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3. Do the same for "Update User Attributes" and "Deactivate Users" if you 
haven't already done so. Click Save.

4. Afterward, attempt the user provisioning again. Navigate to Dashboard > 
Tasks. Any failed assignments should appear under Tasks.

1. After identifying the failed task for the user that should be retried, click on 
Retry Selected

SCIM Groups
At a high level, this allows the user to do the following on Okta which will then 
be reflected on the user’s LeadIQ groups, given that the groups are linked:

1. Create a group

a. A group created and pushed from Okta will create a corresponding 
LeadIQ group. 

2. Link an Okta group to an existing LeadIQ group

a. An Okta group can be linked to an existing LeadIQ group so that group 
assignments can be easily managed through Okta.

3. Update a group’s name
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a. Updating a linked group on Okta will update the linked LeadIQ group’s 
name.

4. Assign a team member to a group

a. Assigning a team member to an Okta group will assign the same 
member to the corresponding linked LeadIQ group.

5. Unassign a team member from a group

a. Removing a team member from an Okta group will also unassign the 
same member form the corresponding linked LeadIQ group and move 
them back to the default group.

6. Unlink a group

a. Unlinking an Okta group has two possible results based on user’s 
preference. One is they can delete the linked LeadIQ group along with 
the pushed Okta group, or retain it and just delete the pushed Okta 
group. Selecting the latter will preserve the state of the LeadIQ group 
and its group assignments.

Pre-conditions:
1. Access to Okta with:

a. permission to create, update, and push groups and group assignments

b. permission to edit applications

2. A LeadIQ team that will be used for provisioning

3. The SCIM app on Okta

4. Existing team has SCIM enabled and has a valid SCIM Token

Setup
The assumption in this document is that SCIM has already been previously set 
up for your team. 
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1. On Okta, navigate to the application and under the Provisioning tab, enable 
the Push Groups  setting:

a. Screenshot:

This is all that is needed to be additionally set up for group management.

Creating and pushing a group:
This section includes creating an Okta group and pushing the group to be 
created on LeadIQ.

1. Create the group to be pushed to LeadIQ:

a. Screenshot:
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2. Once the Okta group has been created, navigate to the application page 
and under the Push Groups  tab, click Push Groups  and select the Find groups by 
name  option:

a. Additionally, you can use the Find groups by rule  option to push multiple 
groups in one go by setting a rule. An example rule is shown on the 
second screenshot below.

b. Screenshot:
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3. Search for the created group’s name and select it.

a. ⚠️ Keep the setting Push group memberships immediately  (found underneath 
the group name field) checked if you want the group and group 
assignments to be created and implemented immediately upon 
pushing the group. Otherwise, untick the checkbox.

b. Screenshot: 
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4. For this section, we’ll leave the push action set to the Create Group  option. 
Click the Save button.

a. Screenshot: 

5. Once the group has been pushed, you will be redirected to the list of 
groups by name and here you will be able to see the groups that are 
managed via Okta. At this point, the group should now be created on 
LeadIQ.

a. The first column on the screenshot below refers to the Okta group.

b. The second column refers to the LeadIQ group.

c. The third column is the date & time when the last push was made.

d. The fourth column refers to the group’s state.
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e. Screenshot:

Linking an Okta group to an existing LeadIQ group:

⚠️ IMPORTANT: When an Okta group is linked to an existing LeadIQ group, the 
member assignments on Okta will override the member assignments that were 
made manually on LeadIQ. Members assigned only to the linked LeadIQ group 
and not to the Okta group will be removed from the LeadIQ group when a link 
is established.
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This section covers linking an Okta group to an existing LeadIQ group so 
group assignments can be done on Okta and changes will be reflected on the 
LeadIQ group.

1. Create the group to be linked to the LeadIQ group:

a. The group can either have the same name as the LeadIQ group, or a 
different name. If it’s the latter, the LeadIQ group’s name will be 
updated to match the Okta group’s name. For this document, we will be 
using a different name.

b. Screenshot: 

2. Navigate to the application page and under the Push Groups  tab, click the 
Refresh App Groups  button so that Okta will be able to retrieve the currently 
available groups on LeadIQ.
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a. Screenshot:

3. Click the Push Groups  button and select the Find by name  option. Select the 
created Okta group and set the push action to Link Group . On the text field, 
search for the LeadIQ group. Click the Save button.

a. Screenshot:
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4. Once the link has been established and the Okta group has been pushed, 
it will appear on the list of pushed groups and the LeadIQ group should be 
updated to have the same name as the Okta group. Member assignments 
made on the Okta group will then be reflected on the LeadIQ group.

a. Screenshot:

⚠️ Note: The cases below work under the assumption that an Okta group is 
already linked to a LeadIQ group and the Okta group has been pushed. 
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Additionally, the assumption for group assignments is that the team members 
are provisioned on Okta.

Updating a group’s name:
This section covers updating a group’s name both on Okta and Prospector 
given that the groups are linked, and the Okta group has been pushed.

1. Select the group on the Push Groups  page.

a. Screenshot:

2. Click the Edit option under the Actions button.

a. Screenshot: 
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3. Update the group’s name and save the name.

a. Screenshot:

4. The name should now be updated on both Okta and LeadIQ.

a. Screenshot:

Assign a team member to a group:

⚠️ IMPORTANT: A team member can only be part of one group at a time. If a 
team member is assigned to another Okta group while still in a different group, 
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the group push will fail and the member will not be assigned. The member has 
to be unassigned first from the current Okta group before getting reassigned 
to a new group.

This section covers assigning a team member to an Okta group and that the 
member assignment is reflected on the LeadIQ group.

1. Select the group on the Push Groups  page

a. Screenshot:

2. Click the Assign People button

a. Screenshot:
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3. Search for the team member to add to the group and click the +  button, 
afterwards click the Done  button.

a. Screenshot:

4. The team member should now be assigned to the LeadIQ group. The push 
status for the Okta group should be set to Active.

a. Screenshot: 
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Unassign a team member from a group:
This section covers unassigning a team member from an Okta group.

1. Select the group on the Push Groups  page.

a. Screenshot:
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2. Click the x  button for the team member to be unassigned from group.

a. Screenshot:
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3. Once unassigned, the member should no longer be a member of the 
LeadIQ group. The push status for the Okta group should be set to Active.

a. Screenshot:

Unlink a group (Delete Both Strategy):
This section covers unlinking a group on Okta following the Delete the group in 
the target app  strategy which deletes the pushed Okta group and the linked 
LeadIQ group. By doing this, assigned members will be unassigned from the 
LeadIQ group.

1. On the Push Groups  page, click the Active status for the group to be 
unlinked. Click the Unlink pushed group  option.
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a. Screenshot:

2. Select the Delete the group in the target app (recommended)  strategy and click 
Unlink.

a. Screenshot:
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3. Once the pushed group has been unlinked, the LeadIQ group should be 
deleted and the members should be unassigned from the LeadIQ group.

a. Screenshot:

Unlink a group (Retain Strategy):
⚠️ IMPORTANT: After doing this, team members assigned on the unlinked 
Okta group should be unassigned from the LeadIQ group first before getting 
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reassigned to a new Okta group. Otherwise the new assignment will fail since 
the member is still part of a LeadIQ group.

This section covers unlinking a group on Okta following the Leave the group in 
the target app  strategy which deletes the pushed Okta group but retain the 
linked LeadIQ group. By doing this, assigned members will be retained on the 
LeadIQ group.

1. On the Push Groups  page, click the Active status for the group to be 
unlinked. Click the Unlink pushed group  option.

a. Screenshot:

2. Select the Leave the group in the target app  strategy and click Unlink.

a. Screenshot:
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3. Once the pushed group has been unlinked, the LeadIQ group should be 
retained and the members should be retained on the LeadIQ group.

a. Screenshot:
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Other options:
1. Push group memberships immediately

a. When enabled, pushed groups are automatically created on LeadIQ 
and assignments are automatically done.

b. When disabled, pushed groups are not automatically created on 
LeadIQ and assignments are not done. The pushed groups will be 
tagged as Inactive and changes on the group will not be implemented 
on LeadIQ until the group is activated.

c. Screenshot:

2. Activate group push
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a. When triggered, the Okta group will be pushed to LeadIQ and group 
assignments will be implemented. The pushed group’s status will be 
updated to Active if successful.

b. Screenshot:

3. Deactivate group push

a. When triggered, any succeeding changes to the Okta group will not be 
applied to the linked LeadIQ group. The pushed group’s status will be 
updated to Inactive.

b. Screenshot:

4. Rename app groups to match group name in Okta

a. When enabled, LeadIQ group names will always be updated to match 
Okta group names

b. When disabled, LeadIQ group names will retain the names regardless 
of Okta group name updates
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c. Screenshot: 

5. Refresh app groups

a. When triggered, this will fetch all currently available LeadIQ groups. 
Should always be used when creating and linking Okta groups.

b. Screenshot:

Errors / Limitations:
1. Pushing an unlinked Okta group that has the same name as an existing 

LeadIQ group will not allow the user to create a duplicate group and the 
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error message below will be displayed.

a. Screenshot:

2. Import groups functionality is not yet supported. LeadIQ groups cannot be 
imported to the Okta application yet as of writing.

a. Screenshot:
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3. Changing linked groups is not yet supported. This option would appear on 
an Okta group when a linked LeadIQ group has been deleted while the 
Okta group is still active. 

a. Screenshot:
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1. Workaround to changing the linked group is as follows:

a. Unlink the Okta group with the Leave the group in the target app  
strategy

i. Screenshot:

b. Refresh the app groups on Okta to fetch all currently available 
LeadIQ groups
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i. Screenshot:

c. Push the Okta group again and select Link Group as push action, 
then select the new LeadIQ group to link it with. Once everything is 
set, click Save. This should then link the Okta group with another 
LeadIQ group.

i. Screenshot:



SCIM Setup & Provisioning in Okta 47


